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Abstract. Reliability is an increasingly important aspect in the design
of systems, especially networks and service offerings. Optimization here
is a multi-criteria process finding the right compromise between cost and
quality. At the same time, results should be explored online, either as
part of interactive, user-centric design tools or for Web based service negotiation. In this paper we consider a generic method for multi-criteria
optimization based on probabilistic graphs, but also provide a more specialized solution for dealing with the widely used reliability block diagrams. Initial experiments show that the techniques can be applied to
realistic problem sizes, and that our specialized technique based on block
diagrams significantly improves the generic method.
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Introduction

Reliability and availability are increasingly important aspects in the design of
systems, especially networks and service offerings. We recall that reliability is
a probability measure which indicates if a (non-repairable) system will be able
to successfully complete an operation, while availability denotes the probability that a (repairable) system will be ready to operate at a future time point.
Although the details of estimating reliability or availability are somewhat different, we can handle each within the same formal framework. We will mainly
talk about reliability in the following, it should be understood that the results
equally apply to availability, unless stated otherwise.
With the increasing importance of networks and Web services, requirements
for reliability become more stringent, and need special consideration in the design
phase. Often we can choose between many alternative elementary components,
each with a specific cost/performance compromise. We are then faced with a
combinatorial optimization problem to find the best overall compromise between
cost and quality. We may be looking for the cheapest implementation which
satisfies minimal reliability requirements, or for the best reliability measure that
can be achieved within a given cost budget. We may also want to know if a
certain component choice is feasible with respect to the overall quality and cost
?
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restrictions. We often need a real-time answer to these queries either as part of a
Web service negotiation, or as an interactive component in a user-centric design
tool.
In this paper we therefore present an approach to real-time answering of
multicriteria queries that involve reliability and cost functions. Our approach is
based on generating an efficient frontier in the off-line phase, so that the relevant cost/reliability queries can be quickly answered online. We consider two
dominant descriptive frameworks for expressing reliability, which differ in the
complexity of the problem to be handled [1]. We consider reliability functions
in the form of probabilistic graphs which are especially interesting as they can
model many relevant systems, such as wireless and wired network designs. We
show how to exploit specific aspects of their computational representation, in a
form of a binary decision diagram (BDD), to enhance the efficient frontier generation. We also consider reliability functions in the simpler, yet very widely used
form of reliability block diagrams (RBDs). In this case we develop a completely
novel approach based on recognizing that the RBD corresponds to a graphical
representation with a tree topology, which we denote as the syntax tree. This
allows for a structure-sensitive approach to generating the efficient frontier. Our
experiments demonstrate that generated frontiers are suitable for online use.
In particular, our structure-sensitive approach to generating efficient frontiers
for RBDs improves the performance by orders of magnitude over the general
approach.
Related work. Optimal design of reliable systems is an important aspect of systems design and has received widespread attention [2]. Many techniques ranging
from dynamic programming to Integer Programming and meta-heuristics have
been used in solving the Reliability redundancy allocation problem [3], a single
criteria optimization sub-class of the problems considered here. Recently, an incomplete multi-criteria optimization method using genetic algorithms has been
described in [4]. It handles, like our method, additive costs and multi-linear reliability measures, but only considers a very limited subset of reliability functions
considered here, consisting of a single series of alternative, parallel sub-systems,
and provides no guarantee for solution quality.
Binary decision diagrams (BDDs) [5] are a state-of-the-art representation
that have for a long time been used for reliability estimation of fault trees [6].
BDDs have also been used for reliability computations over reliability graphs and
some forms of sensitivity analysis have been suggested [7].
Graphical structures are the primary mechanisms for modeling and reasoning with uncertainty in the AI domain. However, these research efforts typically
emphasize the expressive power of Bayesian networks as a modeling framework
[8], but do not provide special attention to RBDs - probably because the singleobjective probabilistic queries they consider are already efficient even for more
complicated topologies. The syntax-tree structure we use for describing RBDs is
close to an arithmetic circuit (AC), a graphical structure often used for evaluating probabilistic expressions [9]. However, ACs have a more complicated topology (directed acyclic graphs), have slightly more specific internal arithmetic

operators (multiplication and addition), and have not been considered in the
multi-criteria setting.
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Preliminaries

Given n variables X = {x1 , . . . , xn } defined over domains D1 , . . . , Dn , a multivalued decision diagram (MDD) defined over X is a directed acyclic graph,
M (V, E) with vertices V and edges E. There are two special nodes: a root
node r, and a terminal node 1. Every node u 6= 1 is labeled with a variable
var(u) ∈ {1, . . . , n} and its outgoing edges e are labeled with values val(e) from
Dvar(u) . An MDD is ordered if labeling var respects a fixed variable ordering
along all the paths. Vi denotes the vertices labeled with the ith variable. Ei
denotes edges originating in Vi . Each edge in Ei corresponds to an assignment
xi = val(e), and each path p from the root to the terminal, denoted as p : r ; 1,
corresponds to a complete assignment in D1 ×. . . . . .×Dn . We will use e : u → u0
to denote an edge from node u to a child node u0 . In the rest of the paper therefore we will use the terms path and assignment interchangeably. An MDD M
represents solution set Sol = {val(p) | p : r ; 1}. In this paper we work with
merged MDDs, where all isomorphic nodes are merged. We use p × {v} to denote
the extension of partial assignment p with the value v. A binary decision diagram
(BDD) is an MDD defined over binary domains Di = {0, 1}, i = 1, . . . , n.
MDDs can be seen as representing logical functions f : D1 × . . . . . . × Dn →
−
−
{0, 1}. For each assignment (x1 , . . . , xn ) = (v1 , . . . , vn ) (denoted as →
x = →
v)
f (v1 , . . . , vn ) = 1 if and only if there is an MDD path p : r ; 1 that corresponds
to assignment (v1 , . . . , vn ). For example, a logical function over Boolean variables
x1 , . . . , x5 , (x1 ∧ x4 ) ∨ (x2 ∧ x5 ) ∨ (x1 ∧ x3 ∧ x5 ) ∨ (x2 ∧ x3 ∧ x4 ) is represented
by an MDD in Figure 1.
Reliability is a probability measure which indicates if a (non-repairable) system will be able to successfully complete an operation. It is a function that
expresses a probability of success of the entire system in terms of reliabilities of
individual components, depending on the nature of their connections. The most
fundamental types of connections between the components are a serial and a parallel connection. The reliability of a serial connection of two components with
reliabilities r1 , r2 is r1 · r2 , while the parallel connection of the same components
has a reliability 1 − (1 − r1 )(1 − r2 ). By application of these simple evaluation
rules, one can efficiently evaluate the reliability of more complex structures such
as reliability block diagrams. However, there are more complex types of connections, e.g. captured by probabilistic graphs, that cannot be concisely expressed
using only these connection types.

3

Multicriteria Queries

In this paper we consider scenarios where we are specifying a system consisting
of n components, and each discrete choice for a component is associated with an
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Fig. 1. An MDD encoding of a Boolean function (x1 ∧ x4 ) ∨ (x2 ∧ x5 ) ∨ (x1 ∧ x3 ∧ x5 ) ∨
(x2 ∧ x3 ∧ x4 ).

atomic reliability and a cost. We are interested in designs that lead to systems
of high reliability and low cost. Formally, we are given n variables x1 , . . . , xn
defined over domains D1 , . . . , Dn . Assigning xi = v means that for the i-th
component we select the option v. Each assignment xi = v is associated with
reliability ri (v) and cost ci (v). Each complete assignment x1 = v1 , . . . , xn = vn
is associated with the reliability of the entire system Rel(v1 , . . . , vn ) and cost
C(v1 , . . . , vn ). We consider answering the following multi-criteria queries:
−
−
Q1 min C(→
x ), s.t. Rel(→
x ) ≥ Rmin .
→
−
−
Q2 max Rel( x ), s.t. C(→
x)≤C
.
max

−
Note that all the queries involve reasoning about all variables →
x = (x1 , . . . , xn )
simultaneously. Query Q1 asks for the cost of the cheapest implementation of the
system that satisfies the minimal reliability requirement Rmin . Query Q2 asks
for the value of the most reliable implementation of the system that satisfies
the maximal cost restriction Cmax . These queries occur naturally in design of
systems, such as networks or service offerings. With the increasing importance of
networks and Web services, requirements for reliability become more stringent,
and need special consideration in the design phase.
We often need a real-time answer to these queries either as part of a Web
service negotiation, or as an interactive component in a user-centric design tool.
Since all of these problems are NP-hard in general, in this paper we consider
the knowledge-compilation approach: invest in solving the problem in the off-line
phase so that online queries can be answered efficiently.
In reminder of the paper
assume that the cost function is additive, i.e. of
Pwe
n
the form C(x1 , . . . , xn ) = i=1 ci (xi ), where ci are atomic functions. Additive

cost functions are one of the most important modeling formalisms that naturally
express a number of important real-world properties, where the cost of entire
object depends on the costs of individual parts. In our case, the cost of implementing the entire system is the sum of costs for implementing each component.
The class of additive cost functions subsumes a very important class of linear
cost functions, that are a standard modeling construct in entire research areas,
such as integer linear programming.
However, there is no obvious framework for expressing reliability functions
- a number of formalisms has been investigated with increasing expressiveness
but also more complex evaluation. In reminder of the paper we will discuss our
solution approaches wrt. two very common formalisms: probabilistic graphs and
reliability block diagrams.

4

Answering Queries through Efficient Frontier
Computation

To answer queries Q1 and Q2 efficiently, it suffices to generate the efficient
frontier in the off-line phase, which is the set of all non-dominated pairs of
reliability and cost that correspond to valid solutions. We say that pair (r1 , c1 )
is dominated by (r2 , c2 ), iff r1 ≤ r2 ∧ c1 ≥ c2 and at least one of the coordinates
is different, i.e. (r1 , c1 ) 6= (r2 , c2 ). We assume that efficient (non-dominated)
∗
∗
would never
solutions with reliability less than Rmin
or cost larger than Cmax
be considered, and that real-time queries Q1 , Q2 , Q3 always refer to some Rmin ≥
∗
∗
Rmin
and Cmax ≤ Cmax
.
4.1

General Reliability Function

For a general reliability function, Algorithm 1 generates the efficient frontier
through a straightforward depth first traversal of all assignments. p ≡ 0 denotes
an infeasibility test, i.e. if all extensions of a partial assignment p lead to solutions
∗
∗
bounds. For each complete feasible assignment p the
outside the Rmin
, Cmax
algorithm inserts reliability-cost pair (Rel(p), C(p)) into a globally accessible
list L (the efficient frontier) and prunes dominated tuples. Note that by labeling
each non-dominated tuple with a corresponding partial assignment p, we are able
to recover a solution for each element in the efficient frontier. Note also that the
number of paths explored is at least linear in the size of the efficient frontier
(which can already be exponentially large) and that possibly many more paths
might be explored if we do not recognize that some partial assignments p would
∗
∗
inevitably lead to solutions outside the Rmin
, Cmax
bounds.
The time complexity of Algorithm 1 depends on the number of paths explored
p, the cost of infeasibility test p ≡ 0, and the cost of atomic evaluation tests
Rel(p), C(p). In the worst case, the number of paths explored is exponential, so
even for efficient evaluation tests Rel(p), C(p), the overall scheme has worst-case
exponential time complexity. Note that the general scheme can be improved by
exploiting the monotonicity of the reliability function: more reliable choices for

Algorithm 1: EF(path p, var i): Compute a part of efficient frontier
∗
∗
within bounds Rmin
, Cmax
for reliability Rel(x) and cost C(x).
∗
Data: Globally available sorted list L, functions Rel(x), C(x), bounds Rmin
,
∗
Cmax
if p ≡ 0 then
return;
if i = n then
∗
∗
if Rel(p) ≥ Rmin
∧ C(p) ≤ Cmax
then
if (Rel(p), C(p)) is nondominated in L then
L ← L ∪ (Rel(p), C(p));
remove pairs dominated by (Rel(p), C(p)) from L;

return;
else
foreach v ∈ Di do
EF (p × {v}, i + 1);
return;

any component can not reduce the overall system reliability. This provides an
efficient infeasibility test p ≡ 0 for reliability. Given a partial assignment p to
max
x1 = v1 , . . . , xi = vi , the most reliable extension of p is xi+1 = vi+1
. . . , xn =
max
max
such that each vj
is the most reliable value in the j-th domain, j =
vn
i + 1, . . . , n. We denote such an extension as pmax . Hence, the test p ≡ 0 can be
∗
implemented as Rel(pmax ) < Rmin
, which takes time proportional to evaluating
Rel given an assignment.
Once the efficient frontier is generated (e.g. in an off-line preprocessing step),
an answer to Q1 and Q2 queries can be easily retrieved online through a simple
traversal of the frontier, which is represented in the sorted list L. The complexity
of traversing the list depends on the list implementation, but even for simplest
implementations, it is in worst-case linear. Since Algorithm 1 is executed offline,
the time to generate efficient frontier is not as critical as the size of list L - which
determines the complexity of online traversal. Since for each reliability or cost
there is at most one pair in the efficient frontier having such value, the size of L
is less than the number of different costs and different reliabilities.
4.2

Reliability Function as a Probabilistic Graph

A critical issue for our approach in Algorithm 1 is the complexity of evaluating the reliability expression Rel(p) for a complete assignment p (representing a
fully specified system). It is surprising, but a well known fact, that for many formalisms that allow concisely specifying reliability expressions, such evaluation is
an NP-hard problem. One of the most general such formalisms are probabilistic
graphs [1], which are essentially network topologies that capture the dependencies of its components. In this section we will assume that the reliability function
Rel(x1 , . . . , xn ) is modeled by a probabilistic graph. An example of such network

is given in Figure 2, for a system with five components. Each edge ei is associated with a probability that a component is working ri . The probability that
the system is working is typically the probability of existence of a path between
two designated points in the network, the source and the terminal node. This is
referred to as the 2-terminal reliability problem. Alternatively, the reliability of
the system is sometimes associated with the probability that all the the nodes
in the network are connected (all-terminal reliability problem).
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Fig. 2. A reliability network topology example over a bridge system with five edges.
Atomic reliabilities for each edge are: r1 = 0.8, r2 = 0.8, r3 = 0.6, r4 = 0.6, r5 = 0.8.

A prominent multicriteria problem over network topologies is the network
design problem, where each edge can be either included in the design or not.
The goal is to find a cheapest subset of edges such that the overall reliability
is above some Rmin threshold. Note that this corresponds to a problem with
binary domains, where xi = 1 means that the edge ei is included. If an edge is
excluded from the design than the reliability of the component is ri = 0.
4.3

BDD Representation of Probabilistic Graphs

Just evaluating the reliability of a fixed network topology where the reliability
of each edge (a system component) is fixed (xi = ri ), i.e. computing a value
of the reliability function Rel(r1 , . . . , rn ), is known to be an NP-hard problem.
Therefore, state of the art approaches encode the reliability function Rel more
explicitly, in the form of a binary decision diagram (BDD) [5, 7, 10]. Each path in
the BDD represents a subset of edges sufficient to ensure that the corresponding
network is connected (wrt. designated source/sink, or wrt. all nodes).
An example of the BDD encoding two-terminal connectedness of the network
topology from Figure 2 is shown in Figure 3. The nodes labeled with s and
t are the source and terminal node respectively. Once the BDD is computed
(it can be exponentially large in the size of the input network), evaluating the
reliability is efficient in the BDD size using a simple recursive relationship. Given
atomic reliabilities ri for each component, each edge e in the i-th BDD layer is
labeled with corresponding probability re which is ri if val(e) = 1 or 1 − ri

if val(e) = 0. Reliability of the terminal is set to Rel(1) = 1 and a simple
recursive traversal
is used to compute the reliabilities of the remaining nodes:
P
Rel(u) = e:u→u0 re · Rel(u0 ) where e : u → u0 indicated edges originating in
node u and ending in node u0 . Finally, the reliability of the entire system is the
reliability of the root node Rel(r).
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Fig. 3. A reliability BDD for a network topology from Figure 2. Note that this is the
same as a BDD from Figure 1 representing Boolean function (x1 ∧ x4 ) ∨ (x2 ∧ x5 ) ∨
(x1 ∧ x3 ∧ x5 ) ∨ (x2 ∧ x3 ∧ x4 ). In fact, this Boolean function represents the 2-terminal
connectivity between the source and the terminal.

In the network design problem however, each network topology edge ei does
not have a fixed reliability ri since the implementing component has not yet been
chosen. In fact, for each edge ei we have a number of implementation options,
each leading to different reliability. Therefore, the reliability of the edge ei is
no longer a constant ri , but a function which we denote as ri (xi ) depending on
the choice for component xi . One of the choices is not to have the edge at all,
xi = 0, which enforces ri = 0 reliability in the computations. Each assignment to
x1 , . . . , xn corresponds to a fixed implementation of the network topology, and
its reliability can be evaluated as described above.
Exploiting BDD Representation We will now show how to exploit the BDD
representation of the reliability function to more efficiently implement the infeasibility test p ≡ 0 in Algorithm 1. We precompute maximal downward reliabilities DWmax [u] of each BDD node u. Value DWmax [u] for a node from layer Vi is
equal to the value returned by recursive Rel(u) computation described previously when all the remaining edges are included, i.e. when xi = 1, . . . , xn = 1.

Consider the execution point of Algorithm 1 assuming a partial assignment p to
variables x1 , . . . , xi−1 . Let us denote the current upward reliabilities wrt. p as
UP[u], u ∈ Vi . These values can be maintained during execution of Algorithm 1
by first setting UP[u0 ] = 0 for all nodes in the current layer u0 ∈ Vi , and then
iterating through all nodes in the previous Vi−1 layer and for each outgoing
edge e, with reliability re updating its children nodes UP[u0 ] = UP[u0 ] + re · UP[u].
Once this update
P is made, the maximal reliability wrt. the current assignment
is Rel(pmax ) = u∈Vi UP[u] · DWmax [u].

5

Reliability Function as a Block Diagram

In the previous section we have shown how to generate the efficient frontier for
general reliability and cost function. We then showed how to exploit the monotonicity of the reliability function and how to exploit the BDD representation
of reliability when it is modeled as a probabilistic graph. In this section we ask
whether we can do better if the probabilistic function has a more specific form. In
particular, can we improve the generation of the efficient frontier if the reliability
is given as a reliability block diagram (RBD)?
RBDs are a one of the most widely used formalisms for encoding reliability functions. An RBD represents a nested combination of parallel and serial
connections between components. An example of an RBD is given in Figure
4(a). They are a strictly less expressive modeling formalism than probabilistic
graphs, but some tasks such as evaluating a reliability of an assignment Rel(p)
become linear in its size. The reliability of a serial connection of two components with reliabilities r1 , r2 is r1 · r2 , while the parallel connection of the same
components has a reliability 1 − (1 − r1 )(1 − r2 ). By application of these simple
evaluation rules, one can efficiently evaluate the reliability of the entire RBD.
For example, if r1 , . . . , r5 are the reliabilities of corresponding components in the
reliability block diagram from Figure 4(a), the corresponding reliability function
Rel(r1 , . . . , r5 ) is 1 − (1 − r1 r2 ) · (1 − r3 (1 − (1 − r4 )(1 − r5 ))).
How can we exploit the inherent decomposition present in the RBD beyond
just using it as a black-box computation mechanism in Algorithm 1? A critical
step in this direction is to recognize that an algorithm for evaluating the RBD
expression can be explicitly represented as a graphical structure in the form
of a tree. We refer to this graphical structure as a syntax tree (ST). An ST
corresponding to the RBD from Figure 4(a) is shown in Figure 4(b). Every
internal node of the tree corresponds to either a parallel or a serial connection
(designated by p and s labels). We label every parallel and serial node with
arithmetic operators, ⊗p , ⊗s , defined by ri ⊗p rj =def 1 − (1 − ri ) · (1 − rj ),
and ri ⊗s rj =def ri · rj . Every leaf node is labeled with the reliability ri of the
corresponding component. The reliability of a node Rel(u), with children ul and
ur is Rel(ul ) ⊗u Rel(ur ), where ⊗u is the arithmetic operator associated with
u. Reliability of the entire system is the reliability of the root node.
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Fig. 4. A reliability block diagram (RBD) is shown in Figure 4(a) and the corresponding syntax tree in Figure 4(b).

5.1

Generating Efficient Frontier Over Syntax Tree

Note that the syntax tree does not have to be binary, since in reliability block
diagram there could be three or more components in a parallel or a serial connection. However, since the parallel and the serial operator ⊗p , ⊗s are associative
and commutative we can always transform the reliability function into a binary
tree e.g. by repeatedly replacing expressions r1 ⊗ r2 ⊗ r3 with r1 ⊗ (r2 ⊗ r3 ).
Consequently, without loss of generality we can assume that each node u is associated with two children nodes, left child l(u) and right child r(u). Also note
that the operators ⊗p , ⊗s are monotonic over the interval [0, 1], i.e. if p1 ≥ p2
from [0, 1] then p1 ⊗ p ≥ p2 ⊗ p. This property allows for efficient optimization,
since for each sub-expression it suffices to take the maximal value.
Algorithm 2 generates the efficient frontier of a reliability function Rel and
cost function C through a recursive scheme that follows the topology of the
syntax tree. At each node u, the algorithm generates efficient lists associated
with the left and right children, l(u) and r(u), respectively. Then the algorithm
combines the lists incrementally using the operators associated with node u.

Combination of a tuple (r1 , c1 ) with (r2 , c2 ) at node u, is (r1 ⊗u r2 , c1 + c2 ),
where ⊗u is either a parallel or a serial operator. The set combination L ⊗u (r, c)
results in the set {(r0 , c0 ) ⊗u (r, c) | (r0 , c0 ) ∈ L}. L[i] denotes the i-th element of
the list. The lists L, Ll , Lr are kept sorted, e.g. in decreasing order of reliability
component, so that the merging of lists with elimination of dominated pairs (in
function M ergeLists) can be done more efficiently (in linear time), using an
adaptation of advanced techniques for Knapsack optimization [11, Section 3.4].

Algorithm 2: EF(node u): Compute efficient frontier from the syntax tree
rooted at u.
L ← ∅;
if u is a leaf labeled with xi then
foreach v ∈ Di do
L ← L ∪ (ri (v), ci (v));
return L;
//compute efficient sets for children nodes
Ll ← EF (l(u));
Lr ← EF (r(u));
//combine lists
L ← Ll ⊗u Lr [0];
foreach i = 1, . . . , |Lr | − 1 do
L0 = Ll ⊗u Lr [i];
L ← M ergeLists(L, L0 );
return L;

Note that while the statement of Algorithm 2 is specialized for the RBDreliability and an additive cost function, it can be applied to a general class of
functions. We also note that for any two functions whose syntax tree topologies
are compatible (one can be mapped to another by exploiting commutativity), and
whose internal operators are monotonic (thus allowing efficient optimization) the
above algorithm can be immediately applied.

6

Experiments

We perform experiments to explore the size of the problems to which our techniques are applicable, and to explore in case when the probabilistic model can be
expressed as reliability block diagram, whether our specialized multi-objective
optimization based on syntax trees performs better than our generic approach.
The experiments ran as a single thread on a Dual Quad Core Xeon CPU,
2.66GHz with 12MB of L2 cache per processor and 16GB of RAM overall, running Linux 2.6.25 x64. All the reported times are in seconds.
We randomly generate a large number of reliability block diagrams and
compare performance of the generic efficient frontier generation (Algorithm 1)

against the syntax tree approach (Algorithm 2). The results are shown in Table 1. For each number of variables (column Vars) we generate 1000 random
RBDs and cost functions and report average and maximum running times for
the time needed to generate the efficient frontier with the syntax-tree approach
(trbd ) without minimal reliability threshold Rmin , with the MDD approach for
Rmin = 0.001 (tmdd ) and with the MDD approach for Rmin = 0.9 (t0.9
mdd ). Each
RBD is generated as a random binary syntax tree. For a given number of variables n we first create a list of n leaf nodes u1 , . . . , un , each associated with
random reliabilities r1 , . . . , rn drawn uniformly from an interval [rmin , 1] (in our
experiments we used rmin = 0.8). We then randomly select two nodes from the
list u, u0 and construct for them a parent node u00 . We then remove u, u0 from
the list and insert u00 instead. We repeat the process until only one node is left,
which is the root node of the syntax tree. Afterwards, we traverse the tree and
for each non-leaf node we decide with 0.5 probability whether it is a serial or a
parallel node. In this way we are generating random binary syntax trees (RBDs)
in the uniform manner. The cost function is constructed by randomly drawing
a cost of each network edge from an interval [0,100].
The results in Table 1 clearly demonstrate that the RBD-specific scheme
outperforms the generic method by orders of magnitude, both for the average and
the worst-case case. We also show that the RBD-specific scheme scales well with
the number of variables, requiring for example on average only a few milliseconds
for RBDs with 100 variables. This makes efficient frontier generation possible
even in a purely online setting.
Note that the large performance difference holds even though we have used a
carefully designed variable ordering for evaluation MDDs (MDDs encoding the
reliability function). We group variables that appear closely related in RBD sub
expressions and as a result, we get very thin evaluation MDDs, with only few
nodes per layer. Also note that, to our surprise, the number of elements in the
efficient frontier encountered is orders of magnitude smaller than the number
of different reliabilities. For example, for RBDs with more than 20 variables,
the efficient frontier contains on average less than 100 elements, but the total
number of different reliabilities ranges in tens of thousands. In the experiments
shown, we generated the coefficients such that higher reliabilities correspond to
higher costs. However, experiments based on other coefficient correlations do
not significantly change the results. In particular, the difference between the
size of the efficient frontier and the number of reliabilities remains very large.
We believe that this is happening due to very high reliability ”resolution”: due
to complicated network topology there is a large number of almost identical
reliabilities (differing by less than 0.001, 0.00001, 0.0000001, etc.). At the same
time, there is a low cost ”resolution”, as the cost function is a simple sum of
individual costs. Therefore, a number of solutions with the same cost would have
different reliabilities.

Vars
20
23
24
25
26
27
50
75
100
250

trbd
0.0003
0.0006
0.0007
0.0008
0.0010
0.0017
0.0048
0.0179
0.0594
1.3642

Avg
tmdd
0.037
0.756
1.295
3.769
5.902
30.52
-

t0.9
mdd
0.008
0.137
0.22
0.29
0.36
1.80
-

trbd
0.01
0.01
0.01
0.01
0.01
0.01
0.02
0.08
0.57
7.48

Max
tmdd
0.54
4.47
8.99
23.69
31.59
119.91
-

t0.9
mdd
0.51
3.58
7.57
11.45
31.23
53.05
-

Table 1. Results over 1000 trials with a time cutoff for each run of 10 minutes. All
times are in seconds. For instances with more than 50 variables no solutions were
generated in the MDD-based approaches due to time-out.

7

Conclusions

We have introduced a set of techniques for multicriteria reasoning that involve
reliability (availability) and cost functions. We have presented a generic scheme
for answering various multicriteria queries, when the reliability is given as a
general probabilistic graph. We have also shown how to further enhance our
techniques if the reliability is modeled through less expressive but widely used
reliability block diagrams (RBDs). Our experiments demonstrate that all our
techniques are suitable for the relevant application scenarios. In particular, our
methods exploiting RBDs improve the performance by orders of magnitude over
the general approach.
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